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The digital revolution is already increasingly impacting business
and our daily lives, and fuels an accelerating process of transfor-
mation in Western societies. Due to its power to drive innovation,
many people believe that shaping this digital transformation is not
only an urgent endeavour, but perhaps the endeavour of our time.
The digital revolution is a global process that does not stop at
national borders, so configuring its future requires cross-border
responses. This article looks at the role that the transatlantic
alliance can and should play in this endeavour.

Ensuring the Economic Success
of the Digital Revolution Requires
Transatlantic Responses

If we look at the figures on transatlantic trade,
the digital economy, and data flows we see that
the US and Europe are closely interwoven mar-
kets and data spheres that drive each other’s
economic growth. As the world’s two largest
economic areas, Europe and the US are each
other’s main trading partners and today the
majority of global data flows between the two.*
It is precisely this free flow of data that enables
the current volume of transatlantic trade in
goods and services as well as boosting economic
growth in general.? Transatlantic trade is par-
ticularly strong in the digital economy, eclips-
ing trade relations with other continents.® This
is important because the digital economy is a
key element of economic growth and a driver of
innovation, something that is vital for Europe’s
economic clout in the future.* The digital econ-
omy is also an area where the US has a trade sur-
plus with Europe.® If we look at the key drivers
of digital innovation in Europe, it is clear that
US technology companies in particular have
set the pace in recent years. Companies, such
as Google (Alphabet), Apple, Facebook and
Amazon (GAFA for short), have had a signifi-
cant impact on Europe’s digital revolution® and
are set to continue playing this role.” The US is,
therefore, a key point of reference for Europe,
not just per se, but as an economic power and
driver of digital innovation. As the home of the
digital pioneers, the US is an important partner
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and these tech companies have a special role to
play in shaping the economy of tomorrow (the
digital platform economy). For the US, these
companies are of vital importance as drivers of
innovation, while Europe is a priority as a mar-
ket and data pool.

Why Transatlantic Responses
Are Needed to Ensure the Digital
Revolution Benefits Society

While the end of the Cold War led some to
claims that we had reached the end of history,
today’s Western model of liberal democracy
finds itself under pressure once again. It is being
challenged by a global tide of authoritarianism
with China and Russia at its helm. In this clash
of world orders, technology has a particularly
important role to play. Authoritarian states seek
to utilise digital advances to reflect their own
values and worldview and to use these changing
dynamics to build up their own power.

Looking back over the last twenty years, China
has undergone a remarkable development
to become an economic powerhouse.? It has
recently overtaken Germany as the world’s
leading exporter and edged past the US in
volume of world trade. Some estimates now
suggest that China could become the world’s
largest economy in quantitative terms by the
mid-2020s.° Going beyond that, China strives
to catch up with the West in a number of key
future technologies,'© and its long-term aim is
to be a global leader for innovation.** China is
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not only investing huge sums in research and
development but also using a number of illegit-
imate trade practices'? in order to help it gain a
global leadership role and continue its ascent as
a major economic power.

In addition, authoritarian states, above all China
and Russia, are harnessing digital advances to
reflect their authoritarian values and world-
view:'® Internet shutdowns, massive censorship
of websites, persecution/identification of polit-
ical opponents via social media, the use of the
latest technologies for state surveillance (face
recognition), and the introduction of a social
scoring system. All these are examples of how
authoritarian states are using technological
advances to the detriment of their citizens’ civil
liberties, thereby consolidating their authoritar-
ian structures at a relatively low cost.#

Authoritarian regimes are
using new digital technologies
as part of their strategic efforts
to undermine the security of
Western states and their social
cohesion.

China is not only using new technology for
authoritarian purposes at home, but also export-
ing digital authoritarianism to other countries.
This was clearly illustrated by the export of
surveillance technologies to Ecuador and Ven-
ezuela via the One Road One Belt project.'® In
addition to exporting technology, Russia and
China are pushing for the establishment of an
alternative digital world order that will further
strengthen its digital authoritarianism. Rather
than the liberal idea of a free and open internet
managed by a multi-stakeholder model, author-
itarian states advocate that the internet should
be governed by a state-centric approach. This
would not only make governments the central
actors but, in terms of information security,
they would be in a position to censor the inter-
net within their own national borders, monitor
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users without judicial control, and promote
the fragmentation of today’s World Wide Web
into national virtual spheres.’® A plethora of
cases of e-espionage, cyber-attacks, fake news
campaigns and targeted attempts to influence
elections via social media, coupled with the pub-
lication of compromising data, also demonstrate
how authoritarian regimes are using new digital
technologies as part of their strategic efforts to
undermine the security of Western states and
their social cohesion.

In order for liberal democracies to continue
flourishing in the face of this challenge, Europe
and the US need to shape digital progress
within their borders to match their principles
and demonstrate the superiority of the liberal
world order in the competition between social
systems to lead the world in innovation. At the
global level, Europe and the US need to leverage
technology to continue building a liberal, dem-
ocratic framework for digital innovation, based
on shared values and interests and with a view
to curbing digital authoritarianism.

The Origins of the Idea of Europe’s
Technological / Digital Sovereignty

In the past, Europe and the US had very sim-
ilar interests and values with regard to digital
policy. Supported by a generally optimistic
“internet zeitgeist”, Europe and the US worked
within the framework of the Internet Freedom
Agenda to seize new opportunities presented by
the World Wide Web, both at home and abroad.
They believed that a free and open internet
would promote economic growth and innova-
tion, improve the resilience of liberal societies
and democracy itself, fuel global development,
and advance the spread of human rights and
democracy.’” Many proponents of this optimis-
tic perspective on technology viewed the Arab
Spring as an important sign of the emancipatory
and disruptive potential of new technology and
the need to promote it based on liberal values.
However, a turning point came in 2013 when
Edward Snowden dropped his bombshell. This
led the public to realise that technology also had
its downside, and the “internet zeitgeist” lost
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Restricted view: US companies such as Google have a significant impact on the digital space in Europe.

something of its appeal. The revelations about
the practices of the intelligence services also
made it clear that there were serious differences
between the transatlantic partners. On this side
of the Atlantic, there were now increased calls
for Europe to have greater digital sovereignty*®
and more autonomy in shaping technological
progress.'® This desire for greater digital sover-
eignty has become more entrenched over recent
years and is now regarded to be imperative for
Europe’s actions.?° Is Europe currently facing
the dual challenge of defending its economic
prosperity, its values, and hence its role as a
major player in shaping the digital future against
the dominance of the US and China??*
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What Are the Main Areas of Conflict Today?

When we look at the main areas of today’s
transatlantic conflict, we see that they have two
main causes. Firstly, the different approaches
to digital innovation in Europe and the US, and
secondly a number of scandals surrounding
globally operating US technology companies,
which have served to increase political and
public awareness of the pros and cons of digital
progress. Moving on from Edward Snowden’s
revelations about the controversial practices
of the US intelligence services, the focus has
turned to data protection, liability issues related
to content published on social media, taxation,
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fake news campaigns and the influencing of
elections. The reasons behind the USA’s pro-
nounced scepticism towards Europe’s digital
policy lay in the enactment of the EU’s General
Data Protection Regulation (GDPR), the repeal
of the Safe Harbour Agreement by the European
Court of Justice, the Network Enforcement Act,
the debate about a digital tax, proposals to dis-
mantle digital platforms; the large fines imposed
on US tech companies; and the involvement of
China’s Huawei company in the expansion of
the 5G network in Germany.?? A review of these
differences shows that they occur in the follow-
ing areas of digital policy:

» Safeguarding citizens’ rights from state sur-
veillance;

» Protecting the personal data of users of digi-
tal platforms;

» Taxation of new digital and above all data-
based business models;

» Ensuring fair economic competition in the
age of the platform economy.

There are some clear differences between Euro-
pean and US cyber security policies. However,
they tend to be divergent approaches and differ-
ing priorities rather than extreme differences.??

The differences in European
and US cyber security policies
mostly constitute divergent
approaches and differing
priorities.

How Extreme Are the Differences?

A Closer examination of the specific areas
reveals that the current differences are not the
result of fundamentally different worldviews
and do not harbour any glaring conflicts of inter-
est. The differences can be traced back to vary-
ing normative emphases, diverging regulatory
approaches and different starting points for dig-
ital progress. Consequently, and in view of the
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need for transatlantic cooperation, these are dif-
ferences that can and should be addressed within
the framework of existing discussion forums
on digital policy. With its more explorative and
technology-friendly attitude, the US focuses on
economic growth and national security interests
and, under Donald Trump, is pursuing a more
free-market approach regarding forms of co- and
self-regulation as preferred to government reg-
ulation. Since most of the world’s tech giants
are US corporations, it is natural that, in terms
of the economy and innovation, the US has a
greater interest in protecting their economic
freedom and associated role as major drivers
of new technology. This is offset by a European
approach that is more focused on protecting pri-
vacy, citizens’ rights and the future viability of
the European economy. To do this, it relies more
strongly on legislation to regulate businesses,
including mechanisms for imposing financial
sanctions. Nevertheless, we should not fall into
the trap of seeing these two approaches as being
diametrically opposed. Of course, Europe also
regards economic growth and the entrepreneur-
ial freedom, which is needed to achieve this, as
vital for ensuring the continuation of the dig-
ital revolution in the right direction. However,
the continent is also aware of the need to find
a balance between regulation and openness to
innovation.?* The fact that German, European
and US interests overlap, despite some discrep-
ancies in the area of digital security, is illustrated
by the cooperation between European security
authorities and the US intelligence services. The
increasingly intense discussion about the role of
China’s Huawei Group in the development of the
5G network in Germany also shows that similar
security risks are being identified on both sides
of the Atlantic and that there is a close exchange
of views on shared security risks.?® Furthermore,
a close examination of the Presidential Execu-
tive Order on Strengthening the Cybersecurity of
Federal Networks and Critical Infrastructure of
2017 and the USA’s latest National Cyber Strat-
egy reveals that both these documents stress the
importance of international cooperation in the
field of cyber security and the need to continue
working on an international normative frame-
work.2¢
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In This Context, What Do We Need to
Consider in the Coming Months and Years?

With particular reference to calls for Europe to
have more digital sovereignty, it is important to
bear in mind that, despite all the differences that
exist, the US is still a necessary and important
partner that shares a very similar foundation
of values with Europe, as opposed to China’s
model of digital authoritarianism. This implies
that Germany and Europe, together with the
US, should aim to advance digital innovation
particularly in those areas where the need for
transatlantic cooperation converges with shared
interests. In light of the challenge to the politi-
cal order posed by this digital authoritarianism,
it is important to jointly address those risks that
threaten the freedom, economic prosperity and
political stability of the West.?” However, over
the coming months and years it must be borne
in mind that a particularly high risk of conflict is
associated with European regulations on digital
policy that specifically target US tech giants, and
it may collide with the US government’s legit-
imate interest in protecting these companies.
This does not mean that Europe should aban-
don its standards, but recognising this potential
for conflict should lead to greater awareness of
the need for dialogue and transparency. This
should be accompanied by calls for an intensive
transatlantic debate on how to shape the digital
future.

Where Is Rapprochement Already
Occurring? Why Is Cooperation Not
Just Necessary but Possible?

A look into the recent past shows that, even in
controversial areas, rapprochement is not just
necessary, but possible. After the European Court
of Justice’s ruling on 6 November 2015 that the
existing Safe Harbour Agreement was invalid,
the US and EU managed to draft and ratify a new
agreement in the space of just a few months. The
new EU-US Privacy Shield Agreement came into
force on 1 August 2016. This illustrates how it is
possible to reconcile the different approaches
to data protection in a relatively short period of
time. A set of instruments was also created to
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harmonise the different jurisdictions in favour
of the free flow of data but without the need to
bring them completely into line. Even though
the US and EU had very different ideas about
data protection, the economic interests involved
provided a strong incentive to quickly come to
an agreement. Turning to the present, there are
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Ubiquitous: The digital pervasion of our daily lives will continue to increase in the future.

more signs that change is possible, even in the
area of data protection. For example, it should
be noted that, despite all the criticism of the EU’s
GDPR, more and more major US companies
are now adopting the regulations for the whole
of their global operations (e.g. Microsoft and
IBM) or have announced their intention to do so
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(Facebook, Apple). At the state level, California
has also enacted legislation similar to the GDPR.
Of late, there have also been increasing signs
that, as a result of several scandals surrounding
Facebook and Europe’s GDPR, the current US
government is considering strengthening data
protection at the national level.
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It is also possible to perceive a shift in the West’s
relations with China regarding digital policy.
This is because the US has been taking a much
more confrontational line since Donald Trump
took office, leading to fundamental changes to
the Obama-era approach to US-China cyber
diplomacy.?® But Europe has also begun to
take more decisive action against the outflow
of strategically relevant key technologies and
innovations, as well as against infringements of
intellectual property rights.?®

Internet governance is another field where coop-
eration is both possible and desirable. In this
area, the US, Europe and other democratic part-
ners have been resisting authoritarian efforts
to create an alternative model for the virtual
sphere for some years. The West and its part-
ners uphold the liberal idea of a free and open
internet in various formats.>© While Europe
currently aims at promoting the development
of standards in cyber space,3! the area of cyber
diplomacy in general and internet governance
in particular has been largely ignored in the US.
Nevertheless, a closer look shows that the U.S.
Department of State is still pursuing the Inter-
net Freedom Agenda and the topic is also on the
radar of the US Senate.3? Major US companies
have also become actively involved in this area
over recent years because they see the dan-
gers posed by increased fragmentation. Busi-
nesses could suffer if there is no harmonisation
of standards in this respect.3 A useful starting
point in this area would be to continue pushing
for closer ties between this issue and the area of
cyber security, as there appears to be a window
of opportunity for further developments under
the current US administration.

A Final Word of Caution

When we look at how digital innovation is being
shaped, it is clear that working with the US may
not always be easy, but it is an important part-
ner for Germany and Europe after all. If there
is to be talk of Europe increasingly asserting
itself against the US, then it is important to
bear in mind their shared values and interests
in the face of the resolve displayed by their
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authoritarian challengers. In Europe we should
focus less on fixed regulatory boundaries with
the US and look at more important issues, such
as how the US was able to take on the role of
digital pioneer, and what lessons Germany and
Europe can and must draw from this in order to
shape their own digital future.

~translated from German-

Sebastian Weise is Desk Officer for Global Innova-
tion Policy at the Konrad-Adenauer-Stiftung.
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https://uscham.com/2FNX99U
https://bit.ly/2nbBRci
https://bit.ly/2nbBRci
https://bit.ly/2Ik9a5I
https://bit.ly/2Ik9a5I
http://spon.de/afmZV
https://bit.ly/2tg9vmu
https://freedomonlinecoalition.com
https://reut.rs/2FG0KaZ
https://on.cfr.org/2FG0SY1
https://on.cfr.org/2FG0SY1
https://bit.ly/2RHwLG0
https://bit.ly/2RHwLG0
https://bit.ly/2REXcfp
http://bit.ly/2MkqlXe
https://bit.ly/2WfFEFs
https://bit.ly/2iIoLhN
https://bild.de/-33955848.html
https://bit.ly/2R2XiIG
https://bit.ly/2R2XiIG
https://bit.ly/2E2lrKK
https://bit.ly/2T5yEsN
https://bit.ly/2J64nFV
https://bit.ly/2U8pvzQ
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In order to further develop the normative framework
in cyberspace, Europe is actively engaging in this
field, i.a. within the G7/G8, in the context of the
GGE (Group of Governmental Experts on Develop-
ments in the Field of Information and Telecommuni-
cations in the Context of International Security), as
well as in the “Paris Call for Trust and Stability”,
which Emmanuel Macron presented on this year’s
Internet Governance Forum, and with supporting
the “Contract for the web” initiative.

Cf. Segal, Adam 2018: The Internet Freedom
Agenda: Not Dead, but Not Exactly Thriving

Either, Council on Foreign Relations Digital and
Cyberspace Policy Program BlogPost, 21 May 2018,
in: https://on.cfr.org/2ISw7QR [14 Feb 2019].

The fact that US companies are also active in

this area can be seen in Microsoft’s initiatives in

the area of cyber security and in the fact that US
companies have signed the Paris Call for Trust and
Stability.

Looking West
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https://on.cfr.org/2ISw7QR
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